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Introduction

1 Hacking

1.1 Types of hackers
A Hacker is a person who finds and exploits the weakness in computer systems and/or networks to
gain access. Hackers are usually skilled computer programmers with knowledge of computer
security.

Hackers are classified according to the intent of their actions. The following list classifies hackers
according to their intent.

Ethical Hacker (White hat): A hacker who gains access to systems with a view to fix the identified
weaknesses. They may also perform penetration Testing and vulnerability assessments.

Cracker (Black hat): A hacker who gains unauthorized access to computer systems for personal gain.
The intent is usually to steal corporate data, violate privacy rights, transfer funds from bank accounts
etc.

Grey hat: A hacker who is in between ethical and black hat hackers. He/she breaks into computer
systems without authority with a view to identify weaknesses and reveal them to the system owner.

Script kiddies: A non-skilled person who gains access to computer systems using already made tools.

Hacktivist: A hacker who use hacking to send social, religious, and political, etc. messages. This is
usually done by hijacking websites and leaving the message on the hijacked website.

1.2 Things around the home that can be hacked
Almost any device that can be connected to the Internet or can be connected to wirelessly can be
hacked:

e Computers, smart phones and tablets — via wireless router and/or Internet
e Cars—wireless

e (Garage doors — via wireless dongle

e Burglar alarms — via wireless dongle and/or Internet connection

e Security cameras — via Internet connection

e Solar power installations — via Internet connection

e Bogus device repairs — phones, computers

e Electricity meter

1.3 Cybercrime
Cyber crime is the use of computers and networks to perform illegal activities such as spreading
computer viruses, online bullying, performing unauthorized electronic fund transfers, etc. Most
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cybercrimes are committed through the internet. Some cybercrimes can also be carried out using
Mobile phones via SMS and online chatting applications.

1.3.1 Types of Cybercrime
Computer Fraud: Intentional deception for personal gain via the use of computer systems.

Privacy violation: Exposing personal information such as email addresses, phone number, account
details, etc. on social media, websites, etc.

Identity Theft: Stealing personal information from somebody and impersonating that person.

Sharing copyrighted files/information: This involves distributing copyright protected files such as
eBooks and computer programs etc.

Electronic funds transfer: This involves gaining an un-authorized access to bank computer networks
and making illegal fund transfers.

Electronic money laundering: This involves the use of the computer to launder money.

ATM Fraud: This involves intercepting ATM card details such as account number and PIN numbers.
These details are then used to withdraw funds from the intercepted accounts.

Denial of Service Attacks: (DOS) This involves the use of computers in multiple locations to attack
servers with a view of shutting them down.

Spam: Sending unauthorized emails. These emails usually contain advertisements.

1.4 The future

e Autonomous (self-driving) cars
o Al (Artificial Intelligence)

e Cyber warfare

e Ransomware

e Hacktivism

e Drones
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